OPEN

RULES

SECURING OPENRULES®
DECISION SERVICES

JAVA \/ SPRING

OpenRules, Inc.
www.openrules.com
Aug-2025



http://www.openrules.com/

OpenRules, Inc. Securing Decision Services

Table of Contents

L o [ Lo 1 (o RS 3
Creating SpringBoot-based DecCiSion SEIVICEe ...........cceeveeeeeeeenreeeereereeeensssseesseeerennnnsssssnnes 3
Securing Access to Decision Service with JWT Authentication...............eeeeeeeeeeeeereeeenennnn. 5
Enabling HTTPS for SpringBoot Decision Service REST Endpoint.............ccccccevvvvvvvvnnnnnns 11
(80T Tt (1 o T N 13

20



OpenRules, Inc. Securing Decision Services

INTRODUCTION

OpenRules helps enterprises develop and maintain operational decision services that can be

invoked from their decision-making business applications. The most popular Modern enterprises
have very serious security requirements for RESTful services, and decision services obviously
should follow established security protocols. In this manual, we describe how to secure the
SprintBoot-based OpenRules Decision Service using JWT Authentication and SSL

communication.

CREATING SPRINGBOOT-BASED DECISION SERVICE

The standard OpenRules installation folder “openrules.demo” comes with a sample decision
model “VacationDays” and several more projects that demonstrate how to deploy this model.

You may look at the standard project “VacationDaysSpringBoot” that deploys the VacationDays

decision model as a RESTful web service using the popular framework SpringBoot. You can find a

detailed description of how to create and test this decision service in the User Manual for

Developers.

You don’t have to be a software expert to do it. You just add the property
“deployment=spring-boot” to the file “project.properties” and double-click on the provided
file “runLocalServer.bat”. It will install the necessary software, build the decision model, and
deploy it as a RESTful web service on the local server. You may test this RESTful decision service

with Postman as shown below:
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OpenRules, Inc. Securing Decision Services

POST R http://localhost:8080/vacation-days “
Params Auth Headers (10] Body @ Pre-req. Tests Settings Cookies
raw v JSON Beautify
1k |
2 "trace" : false,
3 "employee"™ 1 {
4 "id". . "A",
5 "vacationDays" : @,
[ "eligibleForExtrasbays" : false,
7 "eligibleForExtra3bays" : false,
3 "eligibleForExtra2bays" : false,
9 "age" 1 17,
1@ "seryice" 11
11 3
12§ T
Body @ 2000k 8ms 440E Save Response ~
Pretty Raw Preview Visualize JSON = m Q
1k |
2 "decisionStatusCode™: 2@@,
3 "rulesExecutionTimeMs™; @.1854,
4 "goalMame": null,
5 "errorMessage": null,
[ "executedRules": null,
7 "response”: {
3 "employee™: {
9 idtr UAT,
1@ "vacationDayz": 27,
11 "eligibleForExtra5Days": true,
12 "eligibleForExtra3Days": false,
13 "eligibleForExtraiDays": false,
14 "age": 17,
15 "service™: 1
16 3
17 }
13 |

However, this RESTful decision service can be accessed from Postman or any

client by knowing only its endpoint URL http:/localhost:8080/vacation-days. It can be

not acceptable for customers who have strong security requirements.
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The most common way to secure access to the generated RESTful web service is to use JWT-
based authentication. JWT (JSON Web Token) is an open standard that defines a compact and
self-contained way for securely transmitting information between parties as a JSON object. This
information can be verified and trusted because it is digitally signed. In this section, we will
demonstrate how to secure access to a SpringBoot-based Decision Service using JWT

Authentication.

We will use the same decision model “VacationDays” incorporated into the new project
“VacationDaysSpringBootSecure” included in the latest release (see “openrules.install”). This
decision project was created based on the project “VacationDaysSpringBoot”. First, we added all

required dependencies to the file “pom.xml”:

<dependency:
<groupldrorg.springframework.boot</groupld:
<artifactId:spring-boot-starter-security</artifactId:
<version>${spring.boot.version}</version:

</dependency:

<dependency:
<groupldrorg.springframework.security</groupId:
<artifactId»spring-security-ocauth2-resource-server</artifactId:
<version>${spring.security.version}</version:

</dependencyz

<dependency:
<groupldrorg.springframework. security</groupIds
<artifactId:spring-security-oauth2-jose</artifactId:
<version>${spring.security.version}</versionz

</dependency:

<dependency:>
<groupldrorg.springframework.security.oauth.boot</groupIds>
<artifactId»spring-security-ocauth2-autoconfigure</artifactid:
<version>${spring.boot.version}</version:>

</dependencyz

Then we changed the property “model.package=vacation.days.springbootsecure” in the file
“project.properties”. This Java package will include all generated and manually created Java

classes. To configure a SpringBoot security service, we need to create configuration classes
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SecurityConfig.java and AccessUtil in the package vacation.days.springbootsecure.service. It is

important to place this class into the folder “service” inside the same package. Here is its code:

package vacation.days.springbootsecure.service;
import org.springframework.context.annotation.Bean;[]

[IEnablekebSecurity
public class SecurityConfig - {

[iBean
public-SecurityFilterChain filterChain(HttpSecurity http) throws Exception- {

http.csrf{ csrf -> csrf.disable() )
.sessionManagement( sm- -»> sm.sessionCreationPolicy(SessionCreationPolicy.STATELESS) |
.authorizeHttpRequests({authz) -
authz
.requestMatchers(HttpMethod. POST)
.authenticated()

)
.0auth2ResourceServer (oauth- ->-cauth2.jwt(-j-->-{} -} };

return- http.build();

package vacation.days.springbootsecure.service;
import- java.util.Collections;[]
public- class AccessUtil- {

private static Optional<dwt: getToken() {
Authentication auth = SecurityContextHolder.getContext().getfuthentication();
if- (auth == null) {
return- Optional.empty();

if (- !{auth.getPrincipal() instanceof Jwt) ) {
return- Optional.empty();
¥

Iwt- jwt-=- (Jwt) - auth.getPrincipal();
return- Optional.of(jwt);
}

public- static Map<String, Object> getUserClaims() {
return- getToken()
.map( token - token.getClaims() )
.orElse(Collections.emptyMap());

¥

public- static boolean-isAuthenticated() {
return- getToken().isPresent();
¥
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Our project should also include the folder src/main/resources/ in which we will place the

following file “application.properties”:

server.port=5443
server.ssl.enabled=true

# The- keystore format.
server.ssl.key-store-type=PKC512

#-The- path- te-the- keystore

#:The- password- used-to- generate: the  certificate
#-The-alias mapped to-the certificate
server.ssl.key-alias=vacation-days-service
logging.level.root=INFD

logging.level.org.springframework=INFO
logging.level.com.openrules=ERROR

spring.security.ocauth2.resourceserver.jwt.issuer-uri=https://cognite-idp.us-east-1l.amazonaws.com/us-east-1_ed7700Ah]|

server.ssl.key-store=classpath:vacation-days-service.pl2

server.ssl.key-store-password=vacation-days-service

In this example, we use AWS Cognito as an authentication server. To use your authentication

server, you need to consult with your IT department to find a server URI that should be used to

provide authentication for your decision service.

Now we are ready to run the standard file “runLocalServer.bat” as we did in the first section to

create our RESTful decision service on our local server and to test it with POSTMAN. However,

when we try to use Postman to test this service, our “Send” request will be denied with the

HTTP status code “401- Unauthorized”:

Body Cookies Headers (12) Test Results

U
=
o
=
i

Pretty Raw Preview Vis

i1 Unauthorized Z216ms G00E  Sawve Response

mQ

The reason is that we also need to configure Postman to make it be able to work with JWT

Authentication. The detailed manual for how to do it can be found here. Here we will describe

the simplest Postman JWT configuration option. Select the POSTMAN’s tab “Headers”, add a

new key called “Authorization”:
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Params Auth ® Headers (13) Body @ Pre-req. Tests Settings
Content-Type (@ application/json
Content-Length (@) <calculated when request is sent=
Host (3D <calculated when request is sent=
User-Agent (3 PostmanRuntime/7.28.3
Accept (D =+
Accept-Encoding @ gzip, deflate, br
Connection (D keep-alive
Content-Type application/json
Authorization

We need to enter an Authorization value in the format “Bearer <jwt-token>", where <jwt-
token> should be obtained from an authentication server. Alternatively,we can configure
Postman to automatically request a JWT token from the authentication server.

Open Postman’s tab “Auth”. From the dropdown box ‘Type’ select ‘OAuth 2.0’. From the
dropdown ‘Add authorization data to’ select ‘Request Headers’. Then fill in the section as

shown below and click on the button “Configure New Token”:
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POST v hitps:/flocalhost:844 3/ vacation-days

Params Authorization @ Headers (8) Body @ Pre-request Script

Header Prefix ©
Typo OAuth20 ~

Configure New Token

The authorization data will be

automatically generated when you send

Configuration Options @

the request
Learn more about authorization » Token Name

Add authorization Request . v

data to Grant Type

Callback URL @

Auth URL @
Clent ID ®
Scope @
State ©

Chent Authentication

() Clear cookies (O

»
"

ests

Advanced Options

Securing Decision Services

Bearer

cemo-service

Implicit v

htpuflocaihost: 4200/
Authorize using browser

mtps://auth.openrulesdm.com/iogin

30uf@ohngbtwqenudvi28c080p &

openid

Send client credentiails in body v

Here we use settings that are valid for this example only. We took Client ID from our AWS

Cognito + User Pools + App Client settings.

When you click on the button “Get New Access Token”, the following windows popups:
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You need to enter your email and password which you have used to download OpenRules at

https://download.openrulesdm.com.

After a successful login, the following token management window will appear:

MANAGE ACCESS TOXENS

All Tokens Deldete Token Detalls
e ]

B Token Mamss
G- SErVieR

Acoess Token

Usa Tokien

darm-paivdce #

ey Jra GO amag 1P S0 1R T Soijavdu@ mixdwezd U2 TicL 2RvER
ORTRPRAATITWNDOLG IhbGOOUS U INUS. ey 2dWiCl 2MTRRME
G OGS T S 2 W b T M i0 2 Doy 2MG Rm P G S il C didmVied
FOpZCIBl G 20TFhZDSLWZIMmCHNG| FOCOSNGNLTVIMEWZ TEOM
CUBRES lgleva TV IV T SIGIMFTY 2Vaoyh Inkgb 3 ERoin G Blenldiniy
KVOaF ROSW TN S w00 SLC Jpc IMICIoaHRWC ZpCL Wy Y2
nbmiiy 1 p T HAudEMEDWE 2d Cohl mP iy pvibmF 3oy S oL IVILW
VhCICIMVIEDe I0SBaGkiL G IeHARHE 2Mjky NDUONZk simhd GG
MTYOTIOMNTE 30 Swidmldye 2 e b iwianRplio I I MEHNIMGIEYmE
¥YIOOZIhELTGS Y TYINGLION DRFITANY 2E dliwiY ZupWSHNIK ol B
ZitenG Snbim I cWHUE T2 24 Y ZASB ZAILC e 2V ybenF L SIERY N OE
ZOGIOLTOE Y RENDEINIOSM2 ZL T ZmZ V0 26Tk 2Ny 9 WDBIOAS TS6
Sl ABw S e S IRpEHKOIN g ol bF - Phelip 2 _HUNMIMDTIjikhild
HILG e 30080 TW pobMiLvF 57 REpg L e QG SIC6 JnZ B NIIRMGR

Click on the button “Use Token”. The access token will be retrieved from the authentication

server’s response. It will be automatically added to each Postman’s request. The token is valid

for an hour. After it expires you need to log in again and click on “Use Token”.

After you provide a valid token, the request can be successfully executed by Postman. It will

return a JSON result with HTTP status code 200 OK:
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httpz/flocalhost:8080/custom-vacation-days S Save
POST W https:fflocalhost:B44 3 fvacation-days “
Params Auth @ Headers (13) Body® Pre-req. Tests Sattings Cookies
raw v JSOM Beautify
1k |
2 “trace” i true;
3 “employes™ - -
4 “ig= : "ID1=,
5 “vacationDays®= : @,
& “*eligibleForExtraShays" : false,
7 *eligibleForExtradDays® : false,
B *eligibleForExtra2Days”  :  false,
g "crartDate” . @ 1593257600080
1@ }
1 ¥ |
Body Cookies (1) Headers () Test Re E 000K Mims 6308 SaveResponse
PI'EHY Haw Preview Visuahze JEOM _—|_~, . Q
1 |
-, “secislonStatusCode™: 209,
¥ “rulesExecutionTimeMs™: Q.228,
“response™: {
5 “employee®: {
6 =id=: *ID1*",
7 *vacationDays=: I7;
B "eligipleforExtrasDays™: true,
3 "eligibleforExtralDays™: false,
12 “eligibleforExtraiDays=: false,
11 “age”i @,
12 =service=: @
13 }
1% T
15§ |

Now our decision service has been secured with JWT Authentication.

ENABLING HTTPS FOR SPRINGBOOT DECISION SERVICE

REST ENDPOINT

In this section, we will explain how to configure our decision service to use encrypted

communication between client and service with HTTPS protocol. To enable HTTPS, we need an

11©




OpenRules, Inc. Securing Decision Services

SSL certificate. For production, you should get a certificate issued by a certificate authority, but
for local testing and development, you can create a self-signed certificate using either the
standard keytool shipped with Java JRE/JDK or OpenSSL. In this tutorial, we will use keytool.

From the command line execute the following command:

pair -alias vacation-days-service -keyalg

-keystore vacation-days-service.p12 -validity 360

When asked, enter a password (in this example, we use vacation-days-service ). Then answer all
guestions about your organization. The file vacation-days-service.p12 will be generated by the
keytool. Copy this file to the folder “src/main/resources”, in which we created the file
“application.yml”.

Now let’s edit “application.yml” and configure the server’s properties as below:

spring:
security:
ocauth:
resOuUrceserven:
Jwt:
issuer-uri: https://cognito-idp.us-east-1l.amazonaws.com/us-east-1_ed7700Ahi

server:

port: - 8443

s5l:
enabled: true
key-store-type: PKC512 # The keystore format.
key-store: classpath:vacation-days-service.pl2-# The-path to-the- keystore
key-store-password: - vacation-days-service-# The-password-used-to- generate- the certificate
key-alias: vacation-days-service # The alias -mapped-to-the certificate

logging:
lewel:
root: - INFO
org.springframework: - INFO
com.openrules: ERROR

Now we can invoke runLocalServer.bat. It will show:

VacationDays

[POST] https://localhost

Let’s test this secured decision service. In Postman change URL to

https://localhost:8443/vacation-days and click on teh button “Send”:

POST v https:f/localhost:844 3/vacation-days m

First, you may get the error “Could not get response” caused by our self-signed certificate:
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Could not get response

SSL Error: Self signed certificate | Disable SSL Verification

Click on “Disable SSL Verification” or go to Postman’s Settings/General screen and turn off SSL

Verification:
General Themes Shortouts Data ydd-ons (
Request
Trim keys and values in request body OFF
S5L certificate verification OFF

Click on the button “Send” again and now you should see an expected JSON response from the

service. Now our decision service uses secure SSL communication.

This tutorial provides step-by-step instructions for how to secure SpringBoot-based OpenRules
decision services. We provided specific examples:
1) Securing Access to Decision Service with JWT Authentication

2) Enabling HTTPS for the Decision Service REST Endpoint.

While these examples utilized commonly used Spring Security, OpenRules decision services can
be similarly secured inside any development and deployment environment used at your
organization. If you have any issues securing OpenRules decision services, direct all your

technical questions to support@openrules.com.
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